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1
Decision/action requested

This pCR proposes to update Key Issue #2: Pairing authorization for UAV and UAVC in TR 33.854
2
References

[1]
3GPP TS 22.125 “Unmanned Aerial System (UAS) support in 3GPP”, Rel.17.
[2]
3GPP TR 23.754 “Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking”, Rel.17. 

[3]
3GPP TR 33.854, “Study on security aspects of Unmanned Aerial Systems (UAS)”, Rel.17.
3
Rationale

SA2 TS 23.754 agreed the following conclusions for Key Issue#2, Key Issue#6, Key Issue#7 and Other aspects related to pairing authorization:

KI#2 UAV authorization by UTM: A UAV request for user plane connectivity to the 3GPP system for UAV operations (i.e. C2 between a UAV and a networked UAV controller and/or flight authorization request) may also require additional authorization by the UTM/USS.
KI#6 UAV Controller and UAV association: The functionality to support authorization of UAV and UAV controller pairing applies to networked UAV Controllers and non-networked UAV controllers that are connected to UAV via internet.

The UAV/UAVC pairing authentication and authorization is done by USS/UTM during PDU session secondary authentication/authorization procedure or new service-based mechanisms with the USS via the NEF/SCEF or a new UAV Network Function, the result is notified to either the SMF or the NEF/SCEF or UAV NF, respectively, i.e. a CP-based signaling mechanism is chosen for normative work.

The UAV/ may provide information for the authorization of UAV and networked UAV controller pairing to USS/UTM. The USS/UTM is required to authorize the UAV/UAVC pairing, i.e. the UAV requests to be paired with a UAVC. The USS/UTM informs the results of pairing authorization to the 3GPP system in terms of identification of the traffic that needs to be enabled.

KI#7 User Plane Connectivity for UAVs: If a dedicated PDU Session or PDN connection for C2 communication with UAV-C is used (i.e. to implement UAV3), it should be established after the pairing authorization is successful. If a common PDU session is used for both communicating with USS /UTM and UAV-C (i.e., to implement both UAV9 and UAV3), the C2 communication with UAV-C should only be allowed (e.g. with setup of appropriate packet filters and access control list) after the pairing authorization is successful.
With the above conclusions it is clear that UAV and UAV-C pairing authorizations is a most critical security feature which is essential in determining various operations to be allowed in the UAS communication life cycle. Therefore, this pCR proposes to resolve the following EN in TR 33.854 as authorization is a key feature related to security and so it is SA3’s responsibility to take care addressing the related key issue.
Editor’s Note: Whether UAV and UAVC pairing authorization is in scope of this TR is FFS.
It is also more evident from SA2 TR 23.754 Clause 4.2 Architectural Assumptions which already considers for UAV3 the pairing of UAV and UAV-C is in the scope of 3GPP. 

For networked UAV controllers and non-networked UAV controllers, pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 may be at least authorized, or even authenticated. The pairing authorization/authentication, when performed, is authorized by the USS/UTM, not by the 3GPP system. The 3GPP system enables such authorization process. The result of such authorization/authentication are made known to the MNO in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller.

This pCR also relies on the requirement putforth by TS 22.125 as ‘[R-5.1-001] The 3GPP system should enable UTM to associate the UAV and UAV controller, identify them as a UAS.’ Which makes clear that UAV and UAV controller association or pairing is in the scope of 3GPP.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.854.
*****Start of Change*****
5.2
Key Issue #2: Pairing authorization for UAV and UAVC
5.2.1
Key issue details

Each UAS consists of one UAV Controller (i.e. UAVC) and one UAV. 

It is required in TR 23.754 [3] that 

· 3GPP system shall enable UTM to associate/pair the UAV and UAVC. 

· Pairing is authorized by the USS/UTM and the result is made known to the PLMN

· Pairing between UAV and UAVC for the use of their connection may be at least authorized

This key issue discuss the detailed 3GPP security procedure for the pairing authorization of UAV and UAVC. 
5.2.2
Threats
If pairing authorization of UAV and UAVC is not performed, an unauthorized UAVC may take control of UAVs causing tremendous risks to the security of UAS and public safety. 

If pairing authorization of UAV and UAVC is not performed securely, an unauthorized UAVC may hijack UAVs causing tremendous risks to the security of UAS and public safety.

The pairing authorization process should be standardized to avoid costly proprietary solutions or potential security risks with respect to proprietary solutions.
If a UAV and UAVC pairing is not authorized and revoked as and when required by the UTM/USS, then a UAVC can override the USS/UTM control operations for a UAV.
If 3GPP system is not capable to receive revocation of pairing authorisation from UTM/USS, then UTM/USS might not be able to take appropriate measures to deal with misbehaving UAVs and they might cause accidents or become attack vectors. 

5.2.3

Potential Security requirements

The pairing of a UAV and a UAVC shall be authorized by USS/UTM before the 3GPP system can provide UAV and/or UAVC connectivity service used for UAS operations. 

3GPP system shall enable UAV and UAVC pairing authentication and authorization by USS/UTM, which provides the outcome to the 3GPP system.

3GPP system shall provide means for the UTM/USS to revoke a UAV and UAVC pairing authorization.


*****End of Change*****
